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Signin I 0 points

YOU ARE PROTECTED

All shields active
Everything up-to-date

SMART SCAN

BROWSER CLEANUP HOME NETWORK

SECURITY

SECURELINE VPN

Seasonal SALE

Upgrade your protection and save up to 57%
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vamill 3, gl el jabitug "Scan” &sh)] Lo baksl-\ 3l pamds &by eSowl Vgl
rJW) Sl G LS palizd] § dolid

Smart scan 01¢ ) X

Scan for vi
anto Sign in | 500 points

Scan for bri dc s A0TECTED
Scan for outd
date

Scan for ne

Scan for performanc

o) 2

SER CLEANUP HOME NETWORK SECURELINE VPN

‘!_ ACCOUNT SECURITY

'|||| STATISTICS bnal SALE

your protection and save up to 57%

-
Avast psolsyy § dbild il 3yl gl V-8 JSadl
oo Sl pamdl dides) dolihl §ylal) &l yglatwg "Scan for Viruses” )lasb o3-Y
W1 IS & S ol )

A overview ol avast FREE ANTIVIRUS | REGISTER | ? =X
Q‘ SCAN . Scan Quick scan v @ Start
Quick scan
Full system scan
}/(, s @ Quick scan Removable media scan
S Performs a scan of the areas on your computer i Select folder to scan fection.

Boot-time scan
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sl lshasly oSl Lo

Sl § LS d=lll § oSodl Oyl &l jalazu "General” g "Sitting® e Jased) .Y
:Ju

,zciuuust! Settings

General

Language English v Install additional languages

« Show Avast tray icon
+ Animate the icon when scanning

Automatically open the Scan Results when scan is finished
+  Participate in the Avast community
+ Enable reputation services
+ Enable DeepScreen

Enable Hardened mode

Scan for potentially unwanted programs (PUPs)

Silent/Gaming Mode

OK Cancel

Avaﬁ@cbx@aﬁﬂlgw\ Sl :3-10 S
(o9 "Active Protection” o3 (o9 Sitting™ e Jasl-) allad] Sldko ¢ 5o Sildlus] 6
AW dsladl U jphatwg "Customize® Je Jaso) “File System Shield”

ﬁ(nuost! File System Shield Settings ? X

Scan when executing

The following settings determine which files and programs should be scanned at the moment they are

Scan when writing

executed
Scan when attac

¥ Scan programs when executing

Example: the program excel.exe will be scanned whenever Microsoft Excel is

¥ Scan scripts when executing

Example: a JS (JavaScript) file will be scanned whenever it's executed.

¥ Scan libraries (DLLs) when loading

Will scan all dependent files {DLLs etc.) whenever a program is executed.
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Scan When" ;L& s hzall "Scan Documents when opening” Ju=ds e JSG Y
:(V-1Y) JSK&d) § LS "opening

Scan when executing ,fc{uvust! File System Shield Settings

Scan when opening

Scan when writing z 4 5
2 Use the following settings to define which files should be scanned at the moment they are opened.

Scan when attaching
¥ Scan documents when opening

The term *documents® technically means Microsoft Office documents and all other OLE files

Advanced Scan files with custom extensions

Actions

Packers

Sensitivity

Report file 0K  Cancel

Avast ol @ Lo s Al (o s 112 U520
elad) Calo g8 Glslae] Javal dolibl Ohlsd) 4y (ol y=iwls 03 Y
1oAY W)l g3 slus] Ll
e hsol "Email Shield" ;o9 "Active Protection” o3 (o9 "Sitting” Ae ol .9
:(V-VY) Ul @ LS dalad) el yplatug "Customize®

,@(uvustl Mail Shield Settings

Main settings

Please use the following controls to set the basic parameters of the Mail Shield

« Scan inbound mail (POP3, IMAP4)
« Scan outbound mail (SMTP)
Scan newsgroup messages (NNTP)
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e b=ol "Software Updater” (o9 "Tools” o3 (g “Sitting® Je hsol .9
:(V-V¢) JSed) t LS dalidl U jphaiwg "Customize®

,Zciovost! Software Updater Settings X

Software Updater Settings

¥ Enable Software Updater

Allow update of system-wide products for administrators only

When checked, only users with administrative permissions will be notified about new updates and are allowed to
install them.

¥ Automatically download updates if possible

When checked, Avast will try to download updates silently in the background (if possible) without asking for
permission first.

¥ Notifications (popups) enabled

When checked, Avast will notify you about outdated software with a popup message. You can also check for
outdated software by opening the user interface.
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| < Malwareiryges Anti-Malware (Free) 2.0.4.1028 C=J0a00 X

Malwarebytes

ﬁ’« Dashboard

License: €) Malwarebytes Anti-Matware (Free) Buy Premium »
Database Version: A\ v2015.02.24.06 Update Now »
Scan Progress: + Not Running

\ Real-Time Protection: € Avaiable with Malwarebytes Anti-Malware Premium

Malwarebytes Secure Backup _m—
The name you trust to protect your computer now backs up your Sca n NOW »

files. And it’s the only online backup that guards your files against
malware. Take it for a test drive today.

Lear More Last Scan: Threat 53 days ago | | Need Help?

Malwarebytes gealiy) dead )l dalidl :3-15 JSad)

Juxal <@)w| ch.uajl gl @w..U ddos Ly Oyl dus dalid) iyt W=l 4614 @ h?)lg‘
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) Dashboard

Malwarebytes Anti-Malware (Free)

License: €© Malwarebytes Anti-Malware (Free) Buy Premium »
Database Version: & v2015.04.10.02 Update Now »
Scan Progress: & Not Running

| Real-Time Protection: € Avaiable with Malwarebytes Anti-Malware Premium

Malwarebytes Secure Backup F——z———j
e u trust to protect your computer now backs up your Scan Now »

files. And it's the only online backup that quards your files against
malware. Take it for a test drive today.

Liarh Mare Last Scan: Threat 53 days ago | | Need Help?

ool s Malwarebytes gealizd duuyl a5l )-16 Sl

gl Oldlae] oo (Ao yo,el) settings Hls de hxdll 03 Cousd] dides usy Y
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Malwarebytes Anti-| (Free) 2041028 L=

Malwarebytes i
ettings

/) General Settings

General Settings

@ Malware Exclusions Customize the basic options in Malwarebytes Anti-Malware. Control options such as:
notifications, language, and explorer integration.
& VWeb Exclusions

“@ Detection and Protection Restore Default Settings
£y Update Settings
S L Notifications: Enabled v Language: English v
@ History Settings
Close Notification: After 7 seconds v Explorer context menu entry: (@) Yes _) No

a Access Policies
444! Advanced Settings

Automated Scheduling

P
4y About
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&Bobl 1l Caxou ol 1o a6 BB Jilamd poliall pamd Jgogll Cdguwg,Sole
Olgis dBLok cliwdl ddos @5 dorbial (o S cliiwlS d8lo] BSuie eliSs e
((V-VA) S 8 LS ey ol =30k

| | i)

Iwarebytes Anti-Maiware (Free) 2.0.4.1028

Malwarebytes S Setti
#0% Settings

& General Settings

Web Exclusions

® Malware Exclusions Add IPs (ex. 216.146.46.11), domains (ex. www.malwarebytes.org), and processes which
should not be blocked by Malwarebytes Website Protection. Excluded processes may

3 connect to any IP or domain in the Malwarebytes Anti-Malware blocked list so it is

Web Exclusions recommended that you not add processes such as your internet browser as this would
greatly reduce your system's protection.

@ Detection and Protection
O Update Settings

@ History Settings

B Access Policies

%4y} Advanced Settings

Automated Scheduling

e
@1 About

Malwarebytes gy 3 dosmonl gl Cloro sl 8] dsls 1)-18 JSad

lpre CadSI w3 U Olowesd] Hlas) deolsd) ode @l ool Coo tdiloadly aaSI) o
Oliay Olgsl degame e 8yle os (Rootkit) Lasdl jedadl Jie lyie dslosdls
WS@I.’{ Ol 090 Lgwled) elb.: S 8yhud o zrabl y& Gredsiudl OSé
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- ] Malwarebytes A:tij

Malwarebytes

e

@ Malware Exclusions

& Web Exclusions
Detection and Protection

O Update Settings

@ History Settings

£ Access Polices
Advanced Settings
Automated Scheduling

4 abo
&y About

Detection and Protection

settings are recommended for advanced users.

Recommended Settings

Detection Options
V| Use Advanced Heuristics Engine (Shuriken)
| Scan for rootkits

¥| Scan within archives

Non-Malware Protection
PUP (Potentially Unwanted Program) detections:
Warn user about detections v

PUM (Potentially Unwanted Modification) detections:

Treat detections as malware Y

Customize detection and protection behavior for Malwarebytes Anti-Malware. These

Malware Protection

Malicious Website Protection

Malwarebytes peeliys (3 dloodly a0 dsli :1-19 S

Malwarebytes

o83 General Settings

® Malware Exclusions
& Web Exclusions
%) Detection and Protection
j 1 ) Update Settings
@ History Settings
B Access Policies
vanced Settings

tomated Scheduling

>
4y About

el 48 pos summe i) Usiz Jas 5Sg Cuo okl didos) ASSlagisVl dguzdl o

Dashboard

Update Settings

Customize how updates function for Malwarebytes Anti-Malware on your system.

Recommended Settings

Update Options
| Notify user if database is out of date formorethan | 7w day(s).

| Check for program updates when checking for database updates.

Proxy Settings

®) No Proxy Server Manual Proxy Configuration

Malwarebytes galsy (3 Clizaodd] Olslae] dik 1120 JS

(1)) ISl @ LS Filaz @ Ll Olmardd JalS g dukosy

s
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Malwarebytgs An_ti— Vi

Malwarebytes

Settings

o8 General Settings

Automated Scheduling

@ Malware Exclusions Create and customize scheduled tasks for Malwarebytes Anti-Malware.

& Web Exclusions

“d Detection and Protection

O Update Settings

Threat Scan 1/22/2015 11:53:08 .o = Repeats once every 1day(s) ﬁx;r; again within 23 hour 5) from last

@ History Settings
Check for Updates | 1/21/201502:55:26 o0 = Repeats once every 1hour(s) = NfA

B Access Poices
oy} Advanced Settings
Automated Scheduling

¥ about
4§ About

Malwarebytes galiyy  peeck s Ao 2505121 JS.20
gz 2zl gl poliw oo History las) cliSlq ool dewed )l dgzloll @ o8
(\ YY) MI@QS@»@&Igwwd)ngwpwl Slaodgd)

Free) 2.0.4.1028

Quarantine
. Application Logs These threats have been guarantined by your Malwarebytes product. They are not 3 threat when
quarantined. You may restore or delete these objects. Objects deleted from quarantine wil be
permanently removed from your computer.
Restore Delete Delete All
Sefect Vendor Date Type Location [
v ¥ .martBarA | ..1309:3%:110  File ...onsWide\e8967c62-9ea0-4fde-9832-2c 10f 1d580de.ico &
v % ..ConduitA  ..1309:3%:110  File C:\Users\Ameen\AppData'Local \Temp\nsc8BB9.exe
v| % .martBarA | ..1309:3%:11,0  File ...ckmp1sq45awfxuouevabx0i\1.43.60. 10962\user.config
v #% .ConduitA  ..1309:39:11p  Folder C:\Users\Ameen\AppData'Local \Temp\ct3311875\plugins
s N .. Protect.A 1309:39:11 0 File .ming\SearchProtect\ffprotect\SProtectorRepository \EN
% ..Conduit.A = ..1309:3%:11  Fie ...\Ameen\AppDataLocal {Temp\ct3311875\manifest.json
& . faultTab.A 1309:39:11 0 Registry Key \CLSID\{A 1E28287-1A31-4b0f-8D05-AABC465D3C5A}
% .Babylon.A | ..1309:39:11p  File ..BAB0-7891-9265-3D637DFEDAAC \Latest WTRedirect.dll
" ¥ . Protect.A 1309:3%:11 0 File pData\Roaming\SearchProtect\fforotect\abstraction.js  «

Malwarebytes U8 (1o @248 ¢ (31 Olupdgd) Joww 11-22 JS2I

gkl ddos edw mebnll pofiw Scan Hls o heall wie duwdyl dalid) o .0
i & =i W8y .dilg> Cuad ol oS! e qu GOlassgdly diwsd! Olsand) e aesld
(V-YY) JSCadl @ LS ¢ilg= @ 33g9>gh) Glal) sue (Lo clo daBs Ve e WS due CJ.U
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0 Malwarebytes Anti-Malware (Free) 2041

O Threat Scan Pause Scan Cancel Scan
v Scanner Progress:
v
v Objects Scanned: 75369
l v P Detected Objects: 53 Review Detected Items »
v
7 Time Elapsed: 00:16:34
v F

I x egstry: Unjects: bone Currently Scanning:  C:\WINDOWS\SYSWOW64\netsh.exe
_+ Filesystem Objects: Working

Malwarebytes Unpacked: The blog cybercriminals don't want you to read

Cybercriminals and malware never sleep—and neither does Malwarebytes. Get the latest security information and news that1l keep you safe in Malwarebytes

Unpacked.

Read Malwarebytes Unpacked »

Malwarebytes gealyy 8 sl s o ek 4L :1-23 UK
pamdy pody Cus dyasiy gl 1do pody il dily)l ekl Olike deS JSEJN i gy
2 LS Jilgad Boughl polisll e aaSU) o3 oo Tilae § B3szshl delas¥l Olils mue
gadS o3 Ul polimll U jphacw lade heall ued detected object oY OelL 3,0l
((1-¥8) ISl @ LS la=Blge zog

\ Malwarebytes is continuing to scan your computer...

These are objects detected by the scan so far

Detected Item Type Location -
PUP.Optional. SweeTTunes, A Value HKU\S-1-5-21-3972083135-682874570-1215995645-1000-{ED 1FC765-E35E-4C3D-BF 15...
PUP.Optional, SweeTTunes. A Value HKU\S-1-5-21-3972083135-682874570-1215995645-1000-{ED 1IFC76 5-E35E-4C3D-BF 15...
PUP.Optional. SweeTTunes. A Value HKU\S-1-5-21-3972083135-68 2874570-1215995645-1000-{ED 1FC765-E35E-4C3D-BF 15...
PUP.Optional MyScrapNook.A Value HKU\S-1-5-21-3972083135-682874570-1215995645-1001-{ED 1IFC765-E35E-4C3D-BF 15...
PUP.Optional. MyScrapNook.A Value HKU\S-1-5-21-3372083135-682874570-1215995645-100 1-{ED 1IFC765-E35E-4C3D-BF 15...

I & & S &b &l S &b & & & 8k b

PUP.Optional. Iminent.A Value HKU\S-1-5-21-3972083135-682874570-1215395645-1001-{ED 1FC765-E35E-4C3D-BF 15...
PUP.Optional. SweeTTunes. A Value HKU\S-1-5-21-3972083135-682874570-1215995645-1000-{ED 1FC765-E35E-4C3D-BF 15...
PUP.Optional. Skytech.A File C:\Program Files (x86)\SupTab\DpInterface32.dll

L PUP.Optional.Skytech.A File C:\Program Files (x86)\SupTab\DpInterface64.dl M
PUP.Optional. IEPluginService.A  File C:\Program Files (x86)\SupTab\RSHP.exe 3
PUP.Optional.Skytech.A File C:\Program Files (x86)\SupTab\SearchProtect32.dll 1
PUP.Optional.Skytech.A File C:\Program Files (x86)\SupTab\SearchProtect64.dll j

' ‘ oK \

Iy Malwarcbytes po 31 LAl 124 JS.20
LS Jilad i) didos et} "Quarantine all” jlusb ©3 k) ddos JLoS) usy A
:(V-Y0) JSed) !

10



dnlell djlalll ameon
INSTITUTE OF PUBLIC ADMINISTRATION

& Malwarebytes Anti-Malware (Free) 2.0.4,1028 - (=] & |t

Malwarebytes

LV

Exportlog Copy to Clipboard

0 Choose an action for the detected items! View detailed log »
Detected Item Type Action Location -

File Ignore Once ¥ | C:\ProgramData\lePluginServices\PluginService.exe
Registry Key Ignore Once ¥ HKLM\SYSTEM\CURRENTCONTROLSET\SERVICESIePluginServices
Process Ignore Once v C:\ProgramData\lePluginServices\PluginService.exe
File Ignore Once .4 C:\Program Files (3 \SupTab\.oader64.exe
Process Ignore Once ¥ | C:\Program Files (x86)\SupTab\Loader64.exe
Registry Key Ignore Once v HKLM\SOFTWARE\WOW6432NODE\CLAS! SID\{48A789BF-F.
Registry Key Ignore Once ¥ | HKLM\SOFTWARE\CLASSES\SpeedDial. TSpeedDial

Quarantine All Cancel

Malwarebytes (§ 353 pusiiual) (Sg A Slelz My Tapgs U5 08 ol Clall) (ol dals : 1-25 JSadl

1(V-Y1) JSadl § LS Olusagd] gz oo Jilaz s o3 Sl Dy ) jahine Buss

&9 Malwarebytes Anti-Malware (Free) 2.0.4.1028 P (| S

Malwarebytes

Export Log Copy to Clipboard

v

Detected Item Type Action Location

View detailed log »

Main Menu

plal) g S5 I AL meacr prans o8 Malwarebytes ol s diluy 1-26 JS.&)

dl zliss Glaz Ols Blaz oo 3oumdl polisll Bl 03 &1 wds Doy U jabiiw o3 o9
(VYY) USadl § LS uesad) 3ol
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All selected items have been removed successfully. A log file has been saved to
the logs folder.

Your computer needs to be restarted to complete the removal process.
Would you like to restart now?

[ Yes ] [ No J

el 3le] o Malwarebytes gueliy cyo dluy )-27 JS

e 53 Gilaz s OF oSall oo I Clagagd] geee dlils Glae i Cuad dling
IS Iilgz e k] diloss o)l Lty Iilazd g9 40b) 58 Jsosly pamd) o sl dlos
169 ISy Olasagd! geaz A1) ddos ) JBYI s 8 gaul

Dl § ime e pacd) CoY) @Blge pasy plusiwl
S $oim Bl O 3] b pedgis e il pamds dle] L0l @lge (e 58I s
& Bl Cluwg pdll dodlSe grolyy oo wpisll a3 Virus Total gge Jie ¥ ol e gy
Y laz plisiul peds W8 oSU .lakids of b3 L3T Ol oda e aaSIL ol Ly
U s ydall Jsazme OB 13] Calll lin jaod Ladll a8 Guse dlas ey dd dog)
Mcafee Microsoft Jis dilo> OIS 8 duse (e 053,48 dsy pamd] e gl Lol =] @34kl

]

() ot 5258

https://www.virustotal.com/ g8ge Ae Jg=Ib ©3-)

G LS Jilaz e diasds o)kl Calll Hlasb 03 dewd )l d=dall § choose file Hlsd) (yo-Y
((V-YA) JSad)

v
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& https://www.virustotal.com

&« Community Statistics Documentation FAQ About ™ English Join our community

> total

VirusTotal is a free service that analyzes suspicious files and URLs and facilitates
the quick detection of viruses, worms, trojans, and all kinds of malware

D File @ URL Q Search

Ameen (1).docx Choose File

Maximum file size: 128MB

By clicking 'Scan it!', you consent to our Terms of Service and allow VirusTotal to
share this file with the security community. See our Privacy Policy for details

VirusTotal gk dusl doxall )-YA Sl
Call) pamis @obl Tasw Buze (Goludl S & ol 5o LS Scan it jluasl 3 b usy
:4JW) &SL’UJl U jabg ddgyme Dlos OB G dus o

va total

SHA256: ©94060472fcdf5eba19b72b264d8768b6403410b76611581797185d2b3ad60b

File name: Ameen (1).docx
=3
Detection ratio:  0/57 ‘r 0 @ 0

Analysis date:  2015-04-12 11:41:45 UTC ( 0 minutes ago )

= Analysis © Additional information ® Comments ' Votes

Antivirus Result Update

ALYac () 20150412
AVG (V] 20150412
AVware (V] 20150412
Ad-Aware o 20150412
AegisLab V] 20150412
Agnitum V] 20150409
AhnLab-V3 (1 20150412

VirusTotal e phisituly Call] (o der 13 JS2J

330291 (ol § puintus Blos Bedkad 0+ (o SSY Calbl i) pamdll g5l @Bobl e gbacw
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Szl dodl e Blasd) & ygull Cilslasy)

e 05T 2o S s ol gwled] plaseialy 53,50 pras o o0l s S 13)
3l) Ogwlodl oyzma 352-g) L SIS Ly pall goymill (o gwlodl Dlesd Slghs Sl
i Y5l 5S¢ .00,V dold] Ggwlod] 83421 Osazley cuill (oulalazll BloT eads
Olaglell @y CoBY W go Gswldl Sl J] el 8ile Coulad] dazlye
258 G5 Byl ualyy sl B ile pd Ay sk Qgwlod] Bja2] deslys 04iSig 5T doasil]
guledl

laslslae] oo WSWIs caud! A3Bg) sulall jass 33l DM e ilge diles eliSs (s
Iilez oo Blall Oloadl pam HSE dm 35 13 1Y 5590 S

A joding Jusadd) <=Ua_a <=|J¢>a.wl.a @5 dhasMe*

A Soding St pls e JWI Geckatl iy o3 Flazd o] Olslaeyl sl
(¢ e KCRY
RNV RRV:S 6&}1 A kg Jusdcd) fUa.a glaﬁul o das-Me*
AW Olghsdl M o Co0Y piazh Gl Slslus] oo uST Vsl
"Internet Explorer” CoYl pdate o ool Sl rhw o )
LS "Internet Options" Co5Yl Slyls o3 (eg "Tools” SleV Ligas] e szl LY
(V¥ Sl &

Print

File

Zoom (100%)
Safety

Add site to Apps

* v ¥ ¥

View downloads Ctrl+)
Manage add-ons

F12 Developer Tools

Go to pinned sites

Compatibility View settings

Internet options

About Internet Explorer

5beaS] S0 prdia oo 408 - Sl
"Browsing History" (> blSal 'General” ple 1Ll oo .V

1
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W ity Cum 0L bl Olslae] s bl ob hsY ISecurity” ool Hlsdl oo £
.JadVl "Medium-high" jLs sy @bls Sus OlhLsd) s

& LS "Pop-up Blocker" ddiakl Glxdall oo NS @3 (Privacy” HLsdl (e .0
(VYY) Sl

Internet Options ? IS

General | Security | Privacy | Content | Connections | Programs | Advanced
Settings
Select a setting for the Internet zone.

Medium

- Blocks third-party cookies that do not have a compact
privacy policy

- Blocks third-party cookies that save information that can
be used to contact you without your explicit consent

- Restricts first-party cookies that save information that
can be used to contact you without your implicit consent

Sites Import Advanced Default

Location

O Never allow websites to request your

physical location Clear Sites
Pop-up Blocker
Turn on Pop-up Blocker Settings
InPrivate

Disable toolbars and extensions when InPrivate Browsing starts

OK Cancel Apply
239keaS] SO0l rivaito § CORY Ol & duogasd] Cugs 1-31 UK
"Windows Firewall" | jlusdl Jusdi oo 35T :L36
Sl 5l oY) e dedldl SUL pamity pody galiy o8 Hle 50 j9uig) W szl
dagke SULI 0l el 13] .Ul &iew of Buger Gy od SO 13 Lo ),y o3 (o9 duloxl
oI Lo psiew 6B 5Lo S 13 Ll oWl slazd) UM (o 59,hl ) o 48
Sladl d] Jsog)l gudatus

. o

1AW Olghasd) gadaws 03 $uW sl Jusdd
"System security” o3 (o9 "Control Panel" ¢S] d>gJ sLasb o3 "Start” Tl oo )
Turn Windows Firewall " 3| ("3 o9 "Windows Firewall" )lasU X @3 09
:(V-¥Y) Ui @ LS "On or off

Ve
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Control Panel Home

Allow an app or feature
through Windows Firewall

'H' Change notification settings

'\“:':!' Turn Windows Firewall on or
off

r&' Restore defaults
rﬁ' Advanced settings

Troubleshoot my network

ewleipéays)on§)u|)|wlw\—32 M‘
((V-Y) JSadl @ LS "on" kdd] moy Je W lasdl Slslas] O e 1SS

' Customize Settings = =
\(:-/1 v 1 i « Windows Firewall » Customize Settings v ¢ Search Control Panel yel

Customize settings for each type of network
You can modify the firewall settings for each type of network that you use.
Private network settings
01 (®) Turn on Windows Firewall
[T]Block all incoming connections, including those in the list of allowed apps

Notify me when Windows Firewall blocks a new app
-@1 () Turn off Windows Firewall (not recommended)

Public network settings

@) @ Turn on Windows Firewall
4

[T] Block all incoming connections, including those in the list of allowed apps

Notify me when Windows Firewall blocks a new app

-‘@} () Turn off Windows Firewall (not recommended)

Cancel

3utys s plss & W) ol Cilohe] 1-33 S

Y

Jlyeiuls "Action Center" § 8592 gbl Cilgaid) oo oS UG

Action " 8l3] pelitw .cliblys Sz Oll ploazell Tusle A Jouns Jukds plas Jsloy
Bl 5l bl § dSie 3529 Al @ ] Slaws Jlash j9ding & 352skly "Center
Olwgyd Lloo guoliy Jio dewlid] RN SOlolas] M
VR RN IRVINERES) 3oVl ode yasls e 289 Jomy ¥ 550 Hlus s doee P

o5 b bl Ul 3§ 4 31V o.u,

LS o O o sl Yo 386
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(Dot 3258
W) Olghsd) Gubkay 03 "Action Center" § 8592 5bl Silguaidd] (0 asTa
& LS "Action Center" )lusl o3 Ol by & D g «iSU e o )
((V-Ye) Jsad)

% 3 important messages

Change Windows Update settings (Important)
@3 Turn on Windows Firewall (Important)

'@3 Turn on Windows SmartScreen (Important)

Open Action Center

247PM
4/26/2015

g dedal pllss § Ol 3550 :V-34 JS2J)

~[RREED)

Open Action " ;lazl 68 Godig Ol dolsdl Olyuad! o wasdl 5929 by LY
:(V-v0) JSCadl § LS OlslueYl § OSLed) ode Jod "Center
\od Action Center = =

P« System and Security » Action Center v G Search Control Panel L

(7

Control Panel Home .
Review recent messages and resolve problems

Change Action Center settings Action Center has detected one or more issues for you to review.
@ Change User Account Control
i setngs Security O
& Change Windows SmartScreen
settings
Windows Update (Important)
View archived messages To enhance the security and performance \ Change settings...
of your PC, we recommend that youturn
on Windows Update.

Turn off messages about Windows
Update

Network firewall (Important) o

Soealso @ Windows Firewall is turned off or set up @'Turn on.now

o incorrectly.
Rt istony Turn off messages about network Find an app online te help
Windows Update firewall protect my PC
Windows Program
Compatibility Troubleshooter I Frrvion We Gows SinartSiree
n_ s v

39uts sl alss & Olel2Y 5501135 S
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5395 Soding Eousy gole JoI aladly dolid] Olgeil (o dpusll 3929 B LY
Glolis] Jawsl gl 65 ey Olawsl ode e Jszally 03 (oWl lasdl Slslash pols
Jemid) gog 955 W) ]

1Y mogll e dusidadl] pllss Cuuss Jawd o oS syl

(v 'y of

W Olghsd) Gty JYI mogll e Jusiad] pllss Couos Jand (o WG
"System security” 3 (o9 "Control Panel” oSoul] d>g) )Lasb o3 "Start” ol oo )
Turn Automatic Windows " 7 o3 (09 "Windows Update” ;Lusl 8 o3 (09
:"update On or off
® Change settings - o IEl

/(—r v 1 @ « Windows Update » Change settings v & Search Control Panel el

Choose your Windows Update settings

When your PC is online, Windows can automatically check for important updates and install them using these
settings. When new updates are available, you can also choose to install them when you shut down your PC.

Important updates

[0/1 Install updates automatically (recommended) v

Updates will be automatically downloaded in the background when your PC is not on a metered
Internet connection.

Updates will be automatically installed during the maintenance window.

Recommended updates
Give me recommended updates the same way | receive important updates

Microsoft Update
Give me updates for other Microsoft products when | update Windows

Note: Windows Update might update itself automatically first when checking for other updates. Read our
privacy statement online, v

oK ! Cancel

odking Jusedd] elﬁl\ Cudss Jaws 3-36 JSl
(V-v7) Uil @ LS "Install update automatically” )las (e St Y

”Windows Defender" puscwl Lol

Windows " UM cpe SO0l Slugags Clel s gl olSs] Souig Jakds el & s
25 Dl o Gudzel 13 oSs (JT Sy Jusid! goy pladl lie Jesy "Defender
Boay pamin ddas Jusdd A (gd] B)lo Slizays (Olugs) CoYl N5 e (e poma)
69.9:.3.” lda e palsd) e fl.E:.ZJl e (Setw Cus fl.l::.Jl RVY}
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14U Olshsd] Gubky 08 "Windows Defender” J gguudl Juicl)
dasMe*

G LS dewd )l dsladl U yphaze "Windows Defender® Cusy (0 "Start” ol oo )
(V-YV) Jsead)

4 Windows Defender -0
PC status: Protected

Your PC is being monitored and protected. Scan options:
J ® Quick
- O Full
() Custom
& Real-time protection: On

Scan now
# Virus and spyware definitions: ~ Created 646 days ago

Scan details
Last scan: Today at 12:14 PM (Quick scan)

Windows Defender geolizd dus )} dilid] :V-37 JSid)

Gyb e glgsl B "Windows Defender" U e S paxidl hé Hlasl o3 Y
.pamad)

-YA) ISl § LS "Update” )las) I o "Windows Defender” Cousd oo ST Y
:()
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] Windows Defender =

PC status: Protected

Virus and spyware definitions: Created 647 days ago

Your virus and spyware definitions haven't been updated lately. You should update them now to help protect your PC.

Definitions created on: 7/18/2013 at 2:21 PM

Definitions last updated: 8/22/2013 at 6:47 PM Update
Virus definition version: 1.155.266.0

Spyware definition version:  1.135.266.0

O Did you know?
Virus, spyware, and other malware definitions are files that are used to identify malicious or potentially unwanted software

on your PC,
These definitions are updated automatically, but you can also click Update to get the latest versions whenever you want.

Windows Defender gl Codos :3-38 Sl

"Ccleaner" Jusud!] Olile Cadais proliyy Cansis Lusl
Olile e palsal] puasiu Cas  gwlodl sI] g s e 830N grolidl o galindl lin iy
el alals § LS lgddon pusciud] o8 puolnd 6,535 (Registry) duscwd) § Oyitwl 84315
pody Cuo .plaill 2ok psds il Hels¥l o saslly pody alisdl OF ) d8LEYL . JolS Uiy
oe &B3L Oloxdally G Olikes jall pucs L)l polyy ssweyl e pasd ddess
el § skl Juos 3l ] dyme ity a1 Y S5uts quelil] i Sty gty udat
dall po,dll § bz J2idy ) dol> Y Olale Bl e delung 355Y
el Rilas
ledl s o
et sy DNS clasly deilid] Jlasyl CdlSin pMols CORY) @l o
. MACWindows 85321 s lasdl cadas o
elyl e Jomad] By 55581y =t Glale Blow CoY e duogasd! Ll o
dziall
Olile 0.8 5l galidl S35 Ul O Bl 33,5 (s 8585 Dgguns gealidl Conds dl] o
Sl ey dolsdl dyslasll diy bl Lyl 03 b 13] dugewd]
Filaz depug sl e Lo 355 S Blall ©lalll Bie o
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Bloo 3SIyes dxs ] dolodl (90 dsy jw diy yhy Jlgad] Do o
e 8518 31 (9 il o, (e Slolune ellgias illy dlolid] G D] o
Aousiiub] x8 ol Bloy by (Registry) Juzud] Olike pMo| o
HES e KCRY
1AW Olghsd] Gudats 03 qalin) o
”CCleaner” J=g> § Caodl Sk o bl oo dilow dsus Ao Jgasdl S6 )
:JWI bl Basb e

https://www.piriform.com/ccleaner/download

(1-¥3) JS) § oS pualipd) dea )l dgololl el jplatu Loy

< Piriform CCleaner -— [ |

Windows Slaa sl

,e Internet Explorer ~

¥ aBdoll il wlalo

v Olbgazoll

v bLisYI Gyy=i Olalo

v 833V Cassil sl

¢ Index.dat Glalo Si>

v Jepul OlSo 551
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© Oo9 "Windows Firewall” jLasb o8 o3 (o9 "System security” o3 (o9 "Panel
(Y-Ve) Uil § LS "Turn Windows Firewall On or off" ;>

Control Panel Home

Allow an app or feature
through Windows Firewall

'ﬁ' Change netification settings

'?i' Turn Windows Firewall on or
off

'&' Restore defaults
'&' Advanced settings
Troubleshoot my network
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& Customize Settings - O R
@ v 1 @ « Windows Firewall » Customize Settings v ¢ Search Control Panel L

Customize settings for each type of network
You can modify the firewall settings for each type of network that you use.
Private network settings
@§ (@ Turn on Windows Firewall
i [T]Block all incoming connections, including those in the list of allowed apps
Notify me when Windows Firewall blocks a new app
nQ} () Turn off Windows Firewall (not recommended)

Public network settings

@3 (@ Turn on Windows Firewall
-

[T Block all incoming connections, including those in the list of allowed apps
Notify me when Windows Firewall blocks a new app

l@] (O) Turn off Windows Firewall (not recommended)

3utps sl plss & W) ol Cilohe] 475 S

1)W1 Szl uslgly @Soull duwsyll dgz sl Jgogll Lok

"Control Panel" ¢Sl do-g) jlasb 03 o3 (o9 oYl 85l 5 "Start” Tuy) e Jass)-
Advance” 3| o3 (o9 "Windows Firewall” ;Lusb 03 o3 (o9 "System security” o3 (o9
(V-V7) USedl § LS "Sittings

Control Panel Home

Allow an app or feature
through Windows Firewall

'@ Change notification settings

@ Turn Windows Firewall on or
off

@ Restore defaults
'@ Advanced settings
Troubleshoot my network
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&
File Action View Help
= || HE

0 Windows Firewall with Advance
&3 Inbound Rules
&3 Outbound Rules
2'!. Connection Security Rules
B, Monitoring

Windows Firewall with Advanced Security

Windows Firewall with Advanced Security on Local Computer

e Windows Firewall with Advanced Security provides network

Overview

Domain Profile

‘Q‘ Windows Firewall is on.

® Inbound connections that do not match a rule are blocked.
@ Outbound connections that do not match a rule are allowed.

Private Profile

‘0 Windows Firewallis on.

© Inbound connections that do not match a rule are blocked.
‘6‘ Outbound connections that do not match a rule are allowed.

Public Profile is Active

@ Windows Firewallis on.

® Inbound connections that do not match a rule are blocked.
‘(l‘ Outbound connections that do not match a rule are allowed.

B} Windows Firewall Properties

< >

3uts Jusllplla) Gl Jlacdl § Aol bl :¥-77 JS2

~

v

fctoes
Windows Firewall with Advance... «
| Import Policy...
&a| Export Policy...

Restore Default Policy

Diagnose / Repair

View >
@, Refresh
| Properties

Help

(Y-WV) JSadl § LS "Profiles” dalisw yollhe 835 o)W lusd) pusiiu

Blhat Jate Jilgz 05Ss ledis pusius gils “Domain Profile " 3ladl yaas :JsY)
i) A8 Jie dols dSluio Jlasy) wie <=J~.'>Lu.u.: ¢ls "Private Profile” jols> yaae 1L
Jeod)) blas Jiw dele dSlis JLas¥l wie GM $ls "Public Profile” ple ,glae :EJL)
5503L 8 8L JLasYl ol "Wi-fi Access point" delsll

odn gob s do At JoUI Bpall Jlas¥l wie iy Joaiys pllss psiy Lo Léls el
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S Al e clo "Multiple Profiles” 8susis ,olas <=J~.'>u.w.; O ygmaSdl s oSe LS
Domain " 3ladl jahe e doss O 5Sebl oo desll polsdl Jgoekl iganaSIl JEb! Joew
"Private Profile" jolxJ| jphabl Ae iS Joass Ol cosd)! & Sladl JLa3y) wie "Profile

Jiabl it Jlas¥l ie

oSoly (oS "Windows Firewall Properties® )Ls e ol $ludl K& (oY
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Windows Firewall with Advanced Security on Local C...

Domain Profile | Private Profile | Public Profile | IPsec Settings

Specify behavior for when a computer is connected to its corporate

domain.
State
i P Firewall state: On {recommended) v
Inbound connections: Block (default) v
Outbound connections: Allow (default) v
Block

Protected network connections JI {default)

Settings

— Specify settings that control Windows Customize...
’ ¥— | Firewall behavior.

Logaing

Specify logging settings for .
g‘ troubleshooting. S

Cancel Apply

9y Lsum]“' | (:lLv @ L‘S)L'JI )L\?JI uaf\L” ¥-78 JS&di

oo Joding el e oy "Profile” jghae JSU Calisn ¢ ,83 e gyl Hlasd] pallas ggied
0SJs Profiles’ jolall gz § ool581 JShy dosled] VLYY plowdly 33ylsll CYLa3YI
oo hidd e pob plewl dols uslgd slid]y doylsdl VLAY zuwe oo gt
a8 Ly pgaue 446 B8L) liSg Cum pabae S (ol sluedl i sy Aol SYLasY)
Bddoe A8
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Olaas (&1 O3y S IS

S slazl) diuse uslgd el BIG
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eo\“""'fwa
LR
¥

4 Windows Firewall with Advanced Security - 0O R
| File Action View Help
e 2nE 2| |
89 s vt it Ao [ T i |
#w Connection Security Rules @ ks _DIVERT €Y NewRule..
> %, Monitoring O rmseLock T Filter by Profile >
@Bing Food & Drink Bing Food & Drink
@ Bing Health & Fitness Bing Health & Fitness ¥ Fultecby Sate 4
@ CheckPoint.VPN CheckPoint.VPN Y Filter by Group »
@ Connect to a Network Projector (TCP-Out) Connect to a Network View >
. Connect to a Network Projector (TCP-Out) Connect to a Network
. Connect to a Network Projector (WSD Ev... Connect to a Network i ‘Ressesh
@ Connect to a Network Projector (WSD Ev... Connect to a Network = Export List..
. Connect to a Network Projector (WSD Ev... Connect to a Network Help
.Connect to a Network Projector (WSD Ev... Connect to a Network
.Connect to a Network Projector (WSD-0... Connect to a Network Connect to a Network Projec... &
@Core Networking - DNS (UDP-Out) Core Networking v &) EnableRule
£ >l < 24 & Cut ¥

3outzs sl plisid gl Jlacdl 3 dasiil] el Y79 JSal

LS dsladl el jalae lasie "New Rule” sl $oludl JSaJ) oo opedl § 4861 el po-Y
(Y-A) Sl @
@ New Outbound Rule Wizard

Rule Type
Select the type of firewall rule to create.

Steps:
| @ Rule Type What type of rule would you like to create?
@ Program
| @ Action (® Program
| @ Profie Rule that controls connections for a program.
| @ Name ) Port

Rule that controls connections for a TCP or UDP port.
() Predefined:
Connect to a Network Projector
Rule that controls connections for a Windows experience.

() Custom
Custom rule.

< Back | Cancel
Soieg deid pllas § W ) Slaall Busldl ¢ 3 :¥-80 JSad!
29 adas O oSalkl e LIl aslsdll (e glel ds )l mdgs "(Y-A+) JSE" dislud] dsLadl-y

Ry

loae "Next" o5 o9 "Program” )lusb o8 & Custom. Predefined. PortProgram”
(Y-AY) Uil @ LS daladl U pelana
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& New Outbound Rule Wizard

Program
Specify the full program path and executable name of the program that this rule matches.

Steps:
@ Rule Type Does this rule apply to all programs or a specific program?
@ Program
@ Action () Al programs
@ Profie Rule applies to all connections on the computer that match other rule properties.
¢ Name ﬁ
(® This program path:
:%Program Files% (7(86)\Go(_)gle\Chrome\AppIication\chrome.exe !
Example: c:\path\program.exe

%ProgramFiles %\browser\browser.exe
5o el pllss & @ oo Bac 35 S -81 S
CYLa3Y) e 2,8 G gmaliydl Hluce ousiy @3 "Browse” (o diblud) dilid) (ye-¢
UNext" e bl 03 (a9 "Google Chrome” piiath] jlasb Led Lo Whe § .dis doylsd)

& New Outbound Rule Wizard

Action

Specify the action to be taken when a connection matches the conditions specffied in the rule.

Steps:

@ Rule Type What action should be taken when a connection matches the specified conditions?
@ Program =

. (_) Allow the connection
@ Action This includes connections that are protected with |Psec as well as those are not.
@ Profile L
() Allow the connection if it is secure
|@ Name

This includes only connections that have been authenticated by using IPsec. Connections
will be secured using the settings in IPsec properties and rules in the Connection Security
Rule node.

(@ Block the connection

Bl s o § @ el (o Sl shyo¥ ol :-82 S

e Whe § dgduhs w3 ) dueldl go5 Hlasl o3 "(V-AV)JSS" dblud) dalad) (e-0
"Next" o3 (o9 "Block the connection” Cuxsd) 5L pusituiw
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4

€ 6 6 6 &

Profile

New Outbound Rule Wizard

Specify the profiles for which this rule applies.

Steps:

Rule Type
Program
Action
Profile

Name

When does this rule apply?

Domain
Applies when a computer is connected to its comporate domain.

Private
Applies when a computer is connected to a private network location, such as a home
or work place.

Public
Applies when a computer is connected to a public network location.

S o aelsB lyde 305 A Vo dio3 s 83 Sl

geaz sl Jlodl Wite § dgale Baslil] od Gass w5 U1 yalall sl 63 U3 am-T

_

Name

"Next" 7>l o3 (o9 "Profiles” jolall

New Outbound Rule Wizard

Specify the name and description of this rule.

Steps:

$is o & 6

Fol &5 s L) Chos dlols Baslall odn duauds o3 "(Y-AL)ISE" Al dalall G-V

Rule Type
Program
Action
Profile

Name

Name: )

| Block Chrome

Description {optional):

Chrome chnt connect to the intemet

S Jud! § Bl Busldl duaus :¥-84 JS2I

-

."Next"
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» Windows Firewall with Advanced Security
File Action View Help
e 25 |
@ Windows Firewall with Advance et o ‘ Actions
&3 Inbound Rules » x
&3 Outbound Rules Name Group Outboun
%% Connection Security Rules N Block Chrome Disable Rule New Ri
» B, Monitoring ®KMS—DIVERT Filter b
© kmsBLOCK St |
@ Bing Food & Drink Bi Copy phesbh
< > < ' Delete Filter b
l Properties !

S sl LAY asy Busldll :¥-85 JSiil!

ASg Cao Wl Hlazd) pudzl) Juall dudyl dsladl @ Susld)l ode el it laws

oY 811 5 lade hwall 3,k e Wids ol Bucldl ods Lass

Iilaz e 39=5bly "Google Chrome” miaie e JgUJb dusld)] odn ddeld 4y o 03-A

Js09 Lol pasy s ls LW dsladl ) it Lass (5501 doxdo (sl e Jssl

150 ezl i
Bl - o

/ | https://www.google.com; X \7

X | [3 https://www.google.com

This webpage is not available
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Gmail ~

COMPOSE u

I Inbox
Starred
Important
Sent Mail
Drafts (2)

» Circles
Gmail w Ol ¥-93 JSal
G LS 8yadm dluy LSS dolsdl doludl ) jphiiw lawss Jad)l Dsiyl o Jazally ¢3-Y
:(Y-94) JSad)

To aaal688@rit.edu » | Cc Bcce
Project

"Secure Gmail" et j2Zdd | oy 2V n bl sl
Send Encrypted [N UG & M| e @ [ ] v

Gimal § §ye dly B Aol oL -94 JS20
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Encrypt Message

Encryption Password:

}his is the password that the recipient(s) will have to use to view the secure message

Password Hint (Optional):
f1 st Pasq ]

Instead of telling the recipients the password, give them a hint that only they would know

Encrypt & Send

Gmail 3 55 bl sy i) gl g3)1-95 JS.20

"Send & Encrypt" e hzol o3 oos pualdly Al naicn polsdl gl 03,0 Js-ob o3
sl & 3,2kl Al gt lauis (Juitusl) GoiSIY wdl e sl 03 QU3 ass
 JSal 1igs 3yl

Project inbox &
Ameen Almoghim <ameen.almoghim@gmail.com> 2:28 PM (1 minute ago) - -
to aaa1688 |~

M This message is encrypted. Decrypt message with password
Hint: 1st Pass

eyJpdilSImIlyWWNLVUh2W]BTYjZyUTY2Q0NVSmcIPSIsInYiOjEsImI0ZXIiOJEwMDAsImtzljoxMjgsinRzljo2NC
wibWIkZSI6ImNjbSisimFkYXRhljoiliwiY 2lwaGVyljoiY WVzliwic 2F sdCI61 lhsUGF mNmhUWTdNPSIsImNOljoi
Vk5zeWxmbkxva3UvT 3drLOplaG9yOUJGQzgyQ3E5LOhnNTBBS 1IpN3huMO00UHNKOVZK aEpHZF JSSWHI3V3JCUmwzVE
9aMmVEWURUMGk4QWRhZHFzbGIncW5HNIFzZVGZIWHhmNDJVNGIwZzF Renl0VXhvanF6aUkyc2Eve GpsSjQ2eW9Bc TFo
b114YzFnaitaQ3M3enMyR1g2RE9Qd0o1VGgwY 1MzaFdZc TFVMESONHoifQ==

Gmail § ndidl d=y 3958yl ao,d):¥-96 JSid)
phil) g pudl 03,01 JSol 63 (a9 "Decrypt message with password” e bzall ¢3-V
:Ju) ISl § LS L“,l.olll blgiong lpoye9 DLyl odo oo pbdadl b otw loaie

Project Inbox &

r

Ameen Almoghim <ameen.almoghim@gmail.com> 2:28 PM (1 minute ago)
to aaa1688 |~

P Message succesfully decrypted!

daxal jand) g Y w0 auli"Secure Gmail'

Gmail § il &l asy 375991 dy 1:¥-97 JSa

yoy
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DM e ol g 3 Sl 32,b (¢ "Rohos mini drive” by Couudly Juooty 03-)
:JWl bl )

http://www.rohos.com/rohos_mini.exe

i) e AW dsledl el ppdann Codd) didos usy-Y

Y Rohos Mini Drive - o IEl
:Q Help...
Rohos disk is not created as yet.
\I
Encrypt USB drive Options
» Create protected partition on your USB flash Setup disk auto start, disconnect hotkeys and
drive. other options.
«X=) Encrypt Application s Restore Rohos disk.
(" Hide and protect apps like Skype, Chrome = How to upgrade Rohos Mini...
or folders.
S ol

Rohos mini drive peliyd dewd)ll dxaall :¥-98 JSil
"Encrypt USB drive” e ol o3 (g "USB" &by (olsd) W Ll (o0,8)) Juogiy 03-Y
I dslad) U jphhiw lawie
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Encrypt USB drive
Create protected partition on your USB flash drive. g et

USB device E:\ has been found [Change...]

Encrypted partition properties will be:

e Disk size: 500 Megabytes

e Partition letter (disk): R:

e Partition container file: E:\_rohos\rdisk.rdi. [Change...]

Specify a new password to access the disk:

|...... I
Confirm password:

|...... I

Make a shortcut to the disk on your desktop

| Delete... | | Create disk | [ Cancel |

Rohos Mini Drive grali phizéiuly USB (0,8 43 :¥-99 JSad!
e gl 03,)1 IS0k 03 63 (o9 "Change” sl oo AW Ll (0,301 50y 5Lzl 03-¢
0+ avass eluw LYo g0 LS b ol 0,8 @o)«.o.é‘ugdaat.opuw CRYRSTIIE
G doludl oda 85b) eliSg by poledl o Al § jidal) dLB duy 355 doluaS Cublous
Aoludk) 0o 833y 03 03 (a9 "Change” (e hzall NS (o doloxb) divudd] § lowe O+ »
U jalate s «ly sl o8l § Hddie 552 sLish gelinl Tasw Gl 3,1 Jeo] usy
) Dl I

Rohos Disk Encryption

0 Encrypted partiton has been successfully created.

To open it on a guest computer use Rohos Mini.exe icon from a root
folder on that USB drive.

Now you may add files to it.

i) o plah 4355 By :¥-100 JS2)

lo3Lis] o3 el pilk) doxta i OLaLL] (olymtuls 639 BN LB 0,80 J] adl-0
IS 8 LS
[¥]™> Rohos Mini Drive (Portable) 2/13/201511:17AM  Application 1,806 KB |
R Rohos mini 2/13/201510:11 AM  Application 206 KB

Rohos Mini Drive graliys plassiul 0,245 dsUSB (0,8l § Olalll:v-101 JSidl
o @il k) 0ds iSepw Cum il ol (o,8) § @iudis Lale BLol gelisdl ol
el e Slodlo lyd Wle V L3l 83291 & Byaabl dbilale ol

Vo1
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sl 53l ol gl 03,01 e8] pralindl clis Ll dawis JoYI Calll e Jazsl-1
(V-102) JSCadl & LS o, (e

= o

Rohos Mini Drive Portable =

Partition File

$ +E-Q-Q-3

View

Rohos

Enter your password:

g

[sosvee

Rohos Disk container:
E:\_rohos\rdisk.rdi v

Cancel

Rohos Mini Drive gselsys plusétals 8 2] AL EAa) (g pudl 031 :¥-102 K21
Wil dolzdl 8yaall duyjsad] doludl polisdl ) oyt (] (03,1 L] asy-V
Sl e e e BLOY 03 05845 W3 Cils (sl 48 d8lo] iSg Cus AW Ll
(Y-103) JSedl LS 8,a8) daayseed] dolukl 3 aed] S sl @3 (a9 "Testl” quly
- o lIEl

= Rohos Mini Drive Portable
Partition File View 7
24 +E-Q-O -2 -
S W - 25 ‘
L.l Autorun Autorun  Documents  Program  Shortcuts
------ . Documents Fles
------ . Program Files
------ . Shortcuts L 3%
...... G backup.dat

»test1
Rohos mini drive gxelsys 3 USB 0, duolid) 8,k dy sl do-ld ¥-103 S
Jslog 55T Sla & ol dos 03 s «S9eaSIl Sl e ey polsdl (oAl AL 3-A
Aalul Bghsdl § LS Laadl Calll ol =l

yov
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General | Details I Certification Path

z ﬁ Certificate Information

This certificate is intended for the following purpose(s):
» Ensures the identity of a remote computer
* Proves your identity to a remote computer
* Protects e-mail messages
» Allows data to be signed with the current time
» All issuance policies

*Refer to the certification authority's statement for details.

Issued to: Government CA

Issued by: Saudi National Root CA

valid from 5/ 1/ 2012 to 5/ 1/ 2022

Instal Certiﬁmte...] [ Issuer Statement ]

Learn more about certificates

dpdgmad)doy ol 80l 3 sl ] 55k s Solg ] ¥-104 JS)

:ds08 ) Bolgddl § doghl Jgdod)

(28] Gadl 55,4 Syl Balgad) ode O =9 (“Issued to” O

Gibgll gydedl Garad! S, LB e Cydol dolgidl ode O jakas “Issued by” O
) “ SS9l

izl e § poshl gl oo dodlo Bolgsdl oda O izyg :“Valid from” O

izl e & moshl gl i dodlo 8slgadl 0da O imyg :“Valid to” O

Ve
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dnd ) B3lgid] Sl

| General | Details | Certification Path

Show: [«:AII} vl

Field Value

DSerial number 43 bs 36 01

EISignature algarithm sha256R5A

BSignathe hash algorithm sha2se

Ellssuer Saudi National Root CA, Natio...
=] valid from Tuesday, May 01, 2012 10:48...
=] valid to sunday, May 01, 2022 4:22:0...

BSubject Government CA, National Cen...
[ bl s RSA (INAR Fite)

V3

Edit Properties... Copy to File...

Learn more about certificate details

o> o ol LM 3 asSoll ket 3,k o] 8ol ol 105 ISl

:daod I Solgdd) Juolds @ dogd) Jgdodl

RSA ds))lys dhuly lgmdes o3 dolgidl odn ol =9 “Signature algorithm” O
SHAL g ¢ (e JIzsYl dwiyles Ol ,abs :“Signature hash algorithm” O
(oosSed] Gaatll iboll 35,4 s Bolgsdl ode Lo O Hakg :“Subject” O

0V Hes 08
IR INVEIR RN RN PSAL
oo (Settings) Slslaeyl dxbal dl ByloYl ugmb dwdy)) Solgddl (oymins (M
< (Internet Options) C5;0Y Oyl degs 93 o9 (Internet Explorer) ¢=iaic
bwgd) Suad! dalw eal> < (Certificates) Ololgidl < (Content) (ggill
O)loY) ugsme dolgd Hlusl pods lausy < (Intermediate Certification Authorities)

48,

-

AR
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A Certificate

General | Details | Certification Path |

L g Certificate Information

This certificate is intended for the following purpose(s):

« All issuance policies
« All application policies

Issued to: ipaedu-IPABACKDC-CA

Issued by: ipaedu-IPABACKDC-CA

Valid from ¥1/-1/%) to £1/-Y/1V

pnd )| BV dge 83lg :¥-106 JS.2
:duad ) 8olgddl @ dogd) Jglodl
RN Y IRV Csyduo) dolgad] 0 ol 9 :“Issued to” O
(o8] Gakatl) BloY) gme U3 (e Dol Bolgidl ol O Limyg “Issued by” O
Sl e § peoghl gusldl e dodlo dalpidl ol o 9 :“Valid from” O
Jasdl e § oghl gusll i dodlo dalpid) ol ol 9 :“Valid to” O

iy
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dnd ) B3lgid] Yool

Show: |<All> v
Field Value i
E| Version V3
= serial number 41 fe 9c 22 84b0 20 86 44b4 ...
E | Signature algorithm shalRSA
Ij Signature hash algorithm shal
Blssuer ipaedu-IPABACKDC-CA, ipaed...
=] valid from £ TTIT 1E Y 0yx0fT)
[=]valid to PR AAATA RS AV ATSURIRTANY
le thiert inaedi i-TPARACKDC -CA _ inasd N

Edit Properties...

Copy to Filg. ae

A8 8Vl agmo B3l Jwolds ¥-107 S|

1daod ) Solgdd) Juoldi § dogll Jgdodl
RSA ds))lys dhuly lgmdes o3 dolgidl odn Ol iz :“Signature algorithm” O
SHAL g ¢ (e JIzsYl dwiyles O ,abs :“Signature hash algorithm” O

B)10Y) gme g0 Bolgidl ode Lolo O ,glass :“Subject” O

vy
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(V) ot 32,4
Wl Syl 33,b (s ol dorgz I e lgie Camndl 33,1 (o "TronWASP” Bl] ety 63-)
o9y pllay https://ironwasp.org/ironwasp.zip

dalise Juis dolasV https://ironwasp.org/download.html

"TronWASP.exe" gl 3183 (il Calkl peids 68 o5 (o9 il s Jaall iy 08 cdunsel] ass-Y

W IronWASP.exe 2/9/201502:35 & Application 8,414 KB

IronWASP gealiall il Call) ¥-121 S

(VYY) IS @ LoS Al gmalindl Jawds dils el jplata Lase-¥
IronWASP Start-up Settings

Interception Proxy Settings:

IronWASP needs to start a local HTTP proxy server to enable browser traffic analysis.

Port number on which this proxy server must listen: ‘8(581

Should this proxy server accept connections from remote hosts?  (0) Yes ® No

Activate Traffic Interception:

Do you want to start capturing traffic from your Intemet Explorer, Google Chrome and Safari ? ) Yes

® No
{you can configure this later by selecting "Set as System Proxy” option in the Proxy tab)

For better HTTPS traffic interception you can import IronWASP as a trusted CA on your machine. To find out how click here

Upstream Proxy Settings:
Sometimes your company/network provider requires you to use their proxy server for web browsing

Should IronWASP use the same proxy settings as your Intemet Explorer or Google Chrome?
() Yes {recommended. If the upstream proxy requires NTLM or other auth then this setting handles it automatically.)
® No

() Use this custom upstream proxy setting instead:  |P/Hostname: 127.0.0.1 Port: 8888

Cancel Start ronWASP

TronWASP graliys 8 bawdll ol 122 S
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reoliol) duwcS )l dalidl N jaliiw lawie "Start IronWASP" e Jasol-¢

\ IronWASP 2015 beta - @
Project  Generate Report Modules Tools  Sequence Recording Teols  Interactive Testing Tools  Dev Tools ~ About Show Config |
P{OJ'ECt | Console jﬁAglP[nated Scanning lrriM;raiTesting r Scripting I Proxy | Logs I Results JavaScript Tmciﬁg I Dev

= Vulnerabiltties

Low
i Test Leads
- Information
- Exceptions

SneMap

IronWASP has a lot of powerful capabilities that you can use even without any security knowledge. And every
new version gets many new featuers based on user request and industry developments.

To quickly find out how to use this version of IronWASP to find security problems on your site click here

Enter a URL to Scan: |http://sabg.org| ‘ ;aiﬂiscran f

Eg: http://example.org

IronWASP graliyd deacyl AL - 123520

o lp) Jas3 1 duasll Jayly Jlooly @3 Enter a URL to Scan” @shl b)) jaasdl G4 §-0

"Start Scan’” bl o5 (o9 disd bl pas & 3 @Bse

A\ 4 Scan Creation Wizard = =
I Start Crawl Settings Scope I Scan Settings | Scan Filter Done | ‘
This wizard will help you create a new scan suited to your requirements.
If you do not understand any of the settings then dont womy, you can simply proceed with the options selected by default.
Congrats! Ur is reachable, proceed to the next step.
If you have saved a Scan Configuration template then you can use it:  Load Scan Template File
| NetStep> |

Cancel

TronWASP § gsh il dili 3124 JS20
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"Next Step"
A4 Scan Creation Wizard =

Start II Crawl Settings Scope l Scan Settings I

IronWASP will first run a crawler that will try to discover the pages and content in the target application.

Scan Filter I Done ] |

NOTE: The crawler mode is not ideal for scanning JavaScript heavy sites and for authenticated section of applications. For details on how to handle such sites click here.

Iwantto peforn () a Crawl of the site Only (@) a Crawl of the site and also Scan crawled pages

Number of Parallel Threads used by the Crawler: 3

In addition to following links also perform Directory and File Guessing

[] Include this custom header while Crawling/Scanning: Header Name: 1?(459§nngQ<§y Header Value: Secunty Tg;tipg Tga!n wrth IrpnY\(ASR

UserAgent He@der va|u§ u;gd by theClawler(if this valge is p!ar)k theﬁ an U;er-Agefﬂ heade( is "79‘739""‘)3
VMoziI!a/S.O (compatible; MSIE 10.0; Windows NT Sg Trident/6.0)

<-Previous Step Next Step ->

TronWASPaliys 3 dammd) skl by} Jgosl) STl dalidl 1125 JSadl

"Next Step” Je Jazall o3 'Crawl Setting” =8kl jamd’ SilslaeY dewd )l dalidl &l jphatn-V
v Scan Creation Wizard = 42

Scope Sgn Settings I Scan Filter l

Sat | Crawi Settings ||

Done I

Define the scope of the Crawl and Scan coverage.

Start crawling from this Urd: /

Do not go below this directory: Iﬂ

If the site contains links to sub-domains, should they be crawled/scanned? O Yes ® No

If the site contains links to HTTPS pages in same domain, should they be crawled/scanned? () Yes ® No

Do not Crawl/Scan these Urs:

<-Previous Step | Next Step ->

TOnWASP sy 32 ko 36 bl (o Cslie drandyf) AL 3126 JS.20
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A\ 4 Scan Creation Wizard = =
Start I Crawl Settings | Scope “ Scan Settings Scan Filter I Done I |
Which sections of the Request should be scanned? Query Body [ ] Cookie [ ] Headers

Ur Path Parts {only when Query string is blank, to cover Urd-rewriting)

[] Parameter Names of Query, Body

Which vulnerabilities should be scanned for? Enable all Checks x
SQL Injection

Code Injection

Command Injection

XPATH Injection

LDAP Injection

Header Injection v

<-Previous Step [

[ Next Step ->

IronWASP pealys 3 ssall (sl ol 127 JS

Byad) 83ume Limd bl wiss dghadl ode § eliSls Cuo pamd] Sildlue] Hlusb o8 S usms-d
Next" e =l 03 (o9 Camall bld gies dsusx) "Enable all Checks” jlasb 03 duassd o,k
."Step

V Scan Creation Wizard = L=l
I Start Crawl Settings I Scope | Scan Settings [ Scan Fitter Il Done

IronWASP will try to decide which requests from the crawled items must be scanned. You can help this process if you like by providing your input in realime.
You can opt to be prompted for assistance by IronWASP and your input can reduce the scan duration by a huge margin.

[] Prompt me for Assistance during the Scan
You can now start this can. Once this scan is started you can monitor its status on the Console’ section of IronWASP
All traffic generated by the crawler and the scanner are logged. These logs are listed under the names "Probe’ and ‘Scan’in the 'Logs’ section

The Scanner splits the entire scan in to tiny units called Scan Jobs. You can view the individual Scan Jobs from the ‘Automated Scanning’ section
This section also contains the Scan Trace information.

NOTE: If you are scanning a large site then lronWASP could consume large amounts of memory and eventually run out of memory and start throwing exceptions
This is 3 known problem and will be fixed in future versions.

Fully automated scanning is a tiny fraction of lronWASP's Web Security Testing capabilities

Explore the tool further to know about the amazing features packed into it.
If you wish to save to the generic settings you entered so far then you can save it to a scan template file and reuse it.  Save Scan Template

‘7 <-Previous Step [

TronWASP graliys 3 (s sl (o Ol S ¥-128 JS
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IronWASP 2015 beta

Project  Generate Report Modules Tools  Sequence Recording Tools  Interactive Testing Tools  DevTools  About Show Config
Project Console Automated Scanning Manual Testing | Scripting | Proxy | logs | Resuts | JavaScrpt Tracing | Dev
(=) Vulnerabilties {14)

i [ High (1) IronWASP has a lot of powerful capabilities that you can use even without any security knowledge. And every

& new version gets many new featuers based on user request and industry developments.
- Low (5

&) Test Leads (17)
[} Information (3)
i Exceptions

- SteMap

To quickly find out how to use this version of IronWASP to find security problems on your site click here

Enter a URL to Scan: ‘Mtp://sabq.otg
Eq: hitp://example.org

TronWASP gealys S (0 bl (s 3 sl e 3129 JS.2l

Bkl ez e ol 3B Bus pamdll lis 3yt s mBebl pamin 318V fudw e

da=d bl)—U

o Scan Stop” s hazall GBIl LS @sbl JalS pasd (e BV a5 i syl S\

v

Project  Generate Report

Project

EJ Vulnerabilties (17)
i @ High (2)

@- 5

- Low (6}

- Test Leads (21)

- Information (3)

- Exceptions (1)

- SiteMap

B

03)

-

Y e 8V lyraasS) LUl Casall blas (ol sl

IronWASP 2015 beta - 0 EES
Modules  Tools  Sequence Recording Tools  Interactive Testing Tools  DevTools  About Show Config

Console ‘7 Automated Scanning | Manual Tesllng | Scripting | Proxy | Logs Resutts | JavaScript Tracing | Dev

IronWASP has a lot of powerful capabilities that you can use even without any security knowledge. And every
new version gets many new featuers based on user request and industry developments.

To quickly find out how to use this version of IronWASP to find security problems on your site click here

Enter a URL to Scan:  http://sabg.org Start Scan

Eq: http://example.org

IronWASP el § paod] doxcs 130 e

29 oloy] e 318V CaSs L) Camall blas sus dasMe (S dalidl Hluy § L8 oy

adsis dhugie (Jlo oy Canall bli ol Oyl duudy Ologds ¥ agzs o LS WY
Syshsdl dawgie Cily55 49 Byghsd] ddle 3,55 slov] e CuSé 810V O pasd! i (e de
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IronWASP 2015 beta =

v

Project  Generate Report  Modules

Project
- Vulnerabiliies (17)
&- High {2)
{  B-http://sabg.org/ (2)
- SQL Injection Detected (2)
L 3-36
G-
& Low (6)
+- Test Leads (21)
) Information (3)
¢
¢

)

- Exceptions (1)
- SiteMap

[l

<

Tools  Sequence Recording Tools  Interactive Testing Tools  Dev Tools  About

dof e Jazally 63-VY

=

Show Config

Console ‘ Automated Scanning Manual Testing ‘ Scripting ‘ Proxy ‘ Logs | Resutts | JavaScript Tra“"

SQL Injection Detected
Finding ID: 23

Severity: High
Confidence: Medium

Discovery Mode: Automated Vulnerability Scan
ScanID: 1

Vulnerability Check: SQL Injection

Summary:

SQL Injection was identified in the 0 th position of the URL path section of the scanned request.

side. For more details on this issue refer httops:/fwww owasp org/index php/SOIL Iniection

SQL Injection is an issue where it is possible execute SQL queries on the database being used on the server-

~

v

m Descripton | Request | Response | Trigger Analysis Tools | Help

Trigger 1
| IronWASP's scanner identified this vulnerability by sending special payloads to the

Trigger 2
application and observing how its responded.

Trigger 3

Trigger 5 | responds to it. You can see this normal request and response in the adjacent tabs.
Trigger 6
Trigger 7 ¥
containing the special payloads and corresponding Responses.
Trigger 8 .

Head to the Trigger Analysis Tools tab to:

| two Triceer Reamest/Resnonse

Trigger 4 | Before sending the payloads the scanner sends a normal request and sees how the server

Click on the items named Trigger (and an ID number) on the left-side to see the Requests

| 1) Do a diff of the normal Request/Response with the Trigger Request/Response or do a diff of

v

TronWASP zxeliys § (ol doxc Jwolds :¥-131 JSédl

ey Vly Casall dhds ¢ o Chog (bl il 810V el g «asall dads e hall we s
U 2 LS "SQL Injection” ¢ s5 o Wl e 8yt Caral @lud! JS2J) & .l gl
[Trigger” (plymiwl INS (o 8,21 0da BLIST o3 WS o LU Eyh)l (ol ysiul

lows "Medium" s ha2all JY o @sbl § 8yl dhwgill Cazall blis (ol yialy 03-1V
Sl 3 LS Lalgime po,2) lalio] sl 03 Byshsdl dhwgie Casall blis glgl el jabatw
(F-1YY)
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v IrONWADSY 2015 beta "
Project  Generate Report Modules Tools  Sequence Recording Tools  Interactive Testing Tools  Dev Tools  About Show Confiq
Project | Console | Automated Scanning | Manual Testing | Scripting | Proxy | Logs | Resuts l JavaScript Tral + | *
& Vunerabiities (17) et TR A LG eS| Jarnd L 098 | gvascipt a1
- High 2 Password Sent in URL =
& htp://saba.org/ (3) Finding ID: 32
#)- Cookie SABQ_WEBSERVE
[#- Cookie Sabq missing the Ht R RS
{#)- Sensttive Form loaded and ! e ex:xt_\ i .\Iedn..un
5 Password Sert in URL (1) ||| Confidence: High
- Low {6) Discovery Mode: Passive Traffic Analysis
(- Test Leads (21) Passive Plugin Name: Session Analysis
- Information (3)
[ Exceptions (1) Summary:
- SteMap The application sends the user's password in clear-text over the URL.
£5% ; =3 3 - 3 - - - 3 3 3 3 2 v
‘ Description [ AR;e‘q!.leq ] Response i Trigger A':"lalysisrTéols ] Help )
: available in the adjacent tabs. ~
| Below you can see the sections of the Request that are of interest ( — Non-
| interesting sections have been stripped away for clarity.
Analyzed Request:
Parameter name 'password’ was found in the Query, this looks like a field containing
| password
‘ GET http://sabg.org/?username=vvvvvé&validation%7cusername%7cNOTEMPTY=%d8%ad %
| d9%82%d9%84+%d9%85%d8%b7 %d9%84%d9%88%d8%a8&
| =vvvvvévalidation®7c PHESIORE- (=%d8%ad%d9%82%d9%84+%d9%85%
. " | d8%b7%d9%84%d9%88%d8%a8&validation?%7 c PSSO 7 NOTEMPTY=%d8%2d%d9% v ||

TronWASP reliyy Mo (sl s gisbl & Bppbasdl dbnsibl U bl 132 JSC2
oo Gls @Bshl Jalsy pamy § "Password” delS 3929 (09 8y%il ol a0y asd LS
Oezlgad) Gue 555 Ol (Sl

e BV 0l ladgs Il ol blely Ol sy (ol ily 08 duassy )l dsLidl G AW o Ve
(F-YY) ISl @ LS Casall blad jasdll (e blél e 8181 ode 363 Jib) (e

Modules | Tools Sequence Recording Tools  Interactive Testing Tools  Dev Tools
| Analysis > Poanning | Manual Testing | Soiptng | Prow |
| Vulnerability Scanners ~ » l IronSAP - SAP Security Scanner
Utilities » [ SSLSecurity Checker |
Exploitation 4 WiHawk - WiFi Router Vulnerability Scanner

TronWASP 353 3l Coedl blely lgaVl 133 ISz
Generate " ) e ol .dasd 3 I @gall 12,85 Jadog olysinl (0 31V oo eliSE LS-V0
Aoy dilidl ST § s92-5bls "Report
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A4 Generate Report = &

‘ Generate Report for the ltems selected below ‘ Save generated report as - HTML file RTFfile

Select Hosts to include in Report [w] Al (41)
http://sabg.org/ [V] Vulnerabilities

[¥]http://sabq.ora/

Select Finding Types to include in Report
Vulnerabilities
TestLeads
Information

Select Finding Titles to include in Report A
AutoComplete Enabled on Password Fields
Cookie __cfduid may contain sensitive information
Cookie Sabq missing the HitpOnly flag
Cookie SABQ_WEBSERVERS missing the HitpOnly flag
IFRAME loaded from Extemal Domains
Password Sent in URL

I

Runs on cloudflare-nginx

Secure IFRAME loaded inside Insecure Page
Sensitive Form loaded and submitted Insecurely
SQL Injection Detected

< KR E R R " E

Technologies identified on Server b

TrOnWASP gealys 33 ko (56 deaosd 5 5 gigal 5 Jadoos polymtad 134 JS2)

58 @ e w3 U o) Hlas] (e 818V ol eliSs
2 i ddy b 751 63 (a9 “Generate Report for the Items Selected below” (e hxol-V1
SHTML file"
dhdo o3 gl 8 Cale (Bl 03-VV
Legend:
High High Severity Vulnerability
Medium Medium Severity Vulnerability

Low Low Severity Vulnerability

Info Information Findings
Test Leads Things of interest for manual testing

The High, Medium and Low severity vulnerability numbers are also split based on the confidence with which IronWASP has reported them.

Bl sich Confidence B >edium Confidence B Low Confidence
ngh Medium Low Info  Testleads Total Hosts
2 9 1 3 21 36 http://sabg.org/
[ 0 12 JON
TronWASP b 55 dbaior 63 3 53,281 ko plysiel 135 S
D) s oty Eagor o] 03 I 801 (pa Ay ) yabis (F-VY0) JSCb AL AL

>
s b
.
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OWSb (g8 7sb) paos dodstiugg Ju dygd 35T g o) lgapdd &ldg dyo,all 8342Yls
Ol BLasS) Jf Osdugy codlly OISl Moxay Llosdl elys Ll dousiiug LS .oaelsil
354295 dSal) 3l ddes ol golad ez Vg

2aldly o)lols pustudl Lt allss ¢ g9 dlalal 8342V Ge CaiaSUl gualindl s pdsituc
go5 aaS e Byudll d O LS Slazdly dass I Slaasdly lyeasins Gl 3Lkl dlolsll
ASidl dhs,b) 85423 "Mac Addresses” 45L 5.8 oslislls fMl oWl )Lx.oJl
do-grabl JSUk) o CasSI A¥ a g Cu A ok gealdl o] o gualindl i i
OS] (e L;*J‘ Ol y=ilg SUas Yl ddymag lgd 5you oy lyimlis o Lo e § dal=bly
A Cas O

Shlsdl o (S e Blgioy ldy die dolS S ol 03 w89 gsed galisd] lie sy
Jaw iy CBe)) (s § T LS Lo dabil Bus go5 e 8yadll Laly deaizll Cilseakls
GSH W) dusguy dazly d92g) BLAYL dides dhiwy Ohles e dlgiol plasil
polosl) do-grall JBLLI pass &ymb b ol ezl 3adatll 1ie & pshiw "Zenmap”
AL

:(Y\)ch..c O 4

1 JW bl IS e o] dzge e § lais Caoed] DS (e 4S9 "Nmap” Jeeses ¢3-)
https://nmap.org/download.html#windows

thl 13 plaseil liSlg dalise Juseds doas gl deaseils

https://nmap.org/download.html

-W1) ISl § LS "Zenmap” desguwyl) dewd ) grobndl dgarly poids 03 cgmabindl Cods dss-¥

(Y
Zenmap =
Scan Tools Profile Help
Target: v | Profile | Intense scan v| [Scan| Cancel
Command:  nmap -T4-A-v
| Hosts | senvices Nmap Output | Ports / Hosts | Topology | Host Details | Scans
0S ¢ Host el Details

Filter Hosts

Zenmap gualizd duy! dglgll 3136 Sl

YVY


https://nmap.org/download.html#windows
https://nmap.org/download.html

dnlell djlalll ameon
INSTITUTE OF PUBLIC ADMINISTRATION

4y dagybl 83429 d8ymb dide prue Jos w5 g1 5leadl Olgie slas) daladl ode ol
2ol ode Of LS . dsladl Hlug el @ "Target” &l s oo 4 BLL Ul> HLas
lie e baxall wisd "Profile” Y& (o 0ylas) sl,b1 Bugll gkl gleil (o woasll U gty
Intense Scan,Slow " Jis peuchl gl oo wusll e bl e dSe Ll

."Comprehensive scan

oo "Default Gateway” lyde Jos3 ) dSid) § 4ol 78V Dlgdl Glgie e Jgamdly o8-V
LSS 63 loasy 'Cmd" S| Eaomdl @50 G5 "Start” Tl 3o,b e Cmd yolgY) doge JYs
((Y-AYY) JSE) 3 LS jeloYl dega § "ipconfig” oYl

o] CA\Windows\system32\cmd.exe = n

:\Users\aalmoghim>ipconfig

lindows IP Configuration

Jireless LAN adapter Local Area Connection¥ 2:

Media State : Media disconnected
Connection—specific DNS Suffix . :

Jireless LAN adapter Wi-Fi:

Media State : Media disconnected
Connection—specific DNS Suffix . :

[Ethernet adapter Ethernet:

Connection—specific DNS Suffix . : ipaedu.s

Link-local IPu6 Addw : fe8@: Bccd 8013 9023:d?7£5x3
IPv4 Address. . - : 172.18.89.

Subnet Mask . . . = 255.255. 252 a

Default Gateway . . . - . . = 172.18.88.1

[Ethernet adapter UMuare Network Adapter UMneti:

g Jedall allss § ,aloV) Al 137 JSad!

WYAAM, g0 4ol 581 Dlsd! Olgis Lo Jasd

Jilgad dpolf8Y) gl Glgie LUSH 039 Nmap grebyn dolsd] dewd ) dalad) ] goy)-¢
3 LS "Scan" e h=ol o3 “Intense Scan” gudl go5 RSl o3 ey "Target” =iy &
(Y-VYA) JSeed)
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Scan Tools Profile Help

Target: | 172.18.88.1 v| Profile: | Intense scan | v Scan Cancel

Command: |nmap -T4-A -v 172.18.88.1

Hosts I Services Nmap Output | Ports / Hosts | Topology | Host Details | Scans
05 4 Hodt + | nmap-T4-A-v172.18.88.1 v Details
£ 172.18.88.1 Starting Nmap 6.47 ( http://nmap.org ) at 2015-05-06 12:16 Arab Standard Time A

NSE: Loaded 118 scripts for scanning.

NSE: Script Pre-scanning.

Initiating ARP Ping Scan at 12:16

Scanning 172.18.88.1 [1 port]

Completed ARP Ping Scan at 12:16, ©.19s elapsed (1 total hosts)
Initiating Parallel DNS resolution of 1 host. at 12:16

Completed Parallel DNS resolution of 1 host. at 12:16, ©.88s elapsed
Initiating SYN Stealth Scan at 12:16

Scanning 172.18.88.1 [1889 ports]

Discovered open port 88/tcp on 172.18.88.1

Discovered open port 23/tcp on 172.18.88.1

Completed SYN Stealth Scan at 12:16, 1.56s elapsed (1808 total ports)
Initiating Service scan at 12:16

Scanning 2 services on 172.18.88.1

Completed Service scan at 12:16, 18.57s elapsed (2 services on 1 host)
Initiating OS detection (try #1) against 172.18.88.1

Retrying OS detection (try #2) against 172.18.88.1

NSE: Script scanning 172.18.88.1.

Initiating NSE at 12:16

Completed NSE at 12:17, 10.99s elapsed

Nmap scan report for 172.18.88.1

Host is up (8.8848s latency).

Not shown: 998 closed ports

PORT STATE SERVICE VERSION

23/tcp open telnet Cisco router telnetd

80/tcp open http Cisco I0S http config

| http-auth:

| HTTP/1.@ 481 Unauthorized

I_ Basic realm=level 15 access

| _http-methods: No Allow or Public header in OPTIONS response (status code 581)

| _http-title: Authorization Required

MAC Address: ©88:00:8C:87:AC:6E (Cisco Systems)

Aggressive 0S guesses: Cisco Catalyst 6509-E switch (IOS 12.2) (93%), Cisco
Catalyst 6509 switch (IOS 12.2) (93%), IBM 0S/2 Warp 2.8 (92%), Digi PortServer

Filter Hosts

Zenmap by § gkl ¢ 93 Ol ¥-138 Sl

0dg) Lol Yl Lilsd) Slaglel prus Jos glhatul alnl Of dbsludl daladl § @ Jamd
S . dogzall 8Lbly Jb3udll Olsislly deasciull 85823 clow] J] Jgogll NS (o dSeid]
Slast D e Lol Dlsdb bad,bl 854231 maas s dlatey SST Sloglsa oyl
ez e elo Wob Tdg 3yt U k! 1ie 4SU " Slow Comprehensive Scan” peud! & o3

le,ﬁl.cd.uug,chM &)

sl § BULl D> e Jgamll "Ports/Hosts" s Jaed! gualisd) dews Il 4] 00

Scan

Target:

(P VY U & LS Lyoads LI Oleasdls el dolsd
Zenmap ==

Tools Profile Help

172.18.88.1 v | Profile: | Intense scan v ! |Scan Cancel

Command:

0s «
)

nmap -T4 -A -v 172.18.88.1

Services Nmap Output| Ports / Hosts | Topology | Host Details | Scans
Host = B 4 Port ¢ Protocol ¢ State ¢ Service ¢ Version N
172.18.88.1 ® 23 tcp open telnet Cisco router telnetd A
® 380 tcp open  http Cisco 10S http config
Filter Hosts

Zenmap galis 3 do e lyodds il el el ol Bl 3 S8 Do olymtal 3139 JSal
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Jas) D e sl Guglls SBlas op dessawd) bl diy b polsil diSe LS -1

(V-Ve)JdSad) § LS "Topology”

e Zenmap

'chn Tools Profile Help

Target: ‘ 172.18.88.1 |v | Profile: | Intense scan

Command:  nmap T4 -A-v172.18.88.1

- oEEN

v Scan Cancel

., Services Nmap Outputl Ports / Hosts| Topelogy | Host Details [ Scansi

OS ¢ Host = Hosts Viewer Fisheye“Controls
L 172.18.88.1 ' i -
Filter Hosts

| Save Graphic

‘_.Izwz 13351

@ ooz

Zenmap &b e skl gl Slaz ou dedseiadd Jas I &y o 5yl 1 Y140 JS)

(F-1€1) Uil § LS "Host Details" e hwall IM> o cavabl Juolds pol miul eliSe-V

P

Scan Tools Profile Help

[<]

Target: | 172.18.88.1

Command: |nmap -T4 -A -v 172.18.88.1

‘ Services || Nmap Ou}pulj Ports / Hqstngopology Host Details Scaﬂ;j

- oM

¥| |Scan| Cancel

05 4 Host - |]=
L 17218881 (= Host Status
State:
Open ports:
Filtered ports:

Up time:
Last boot:

= Addresses

Name:

Accuracy:

Type

(¥ Comments

Filter Hosts

Closed ports: 998
Scanned ports: 1000

IPv4:  172.18.88.1
IPv6:  Not available
MAC:  00:00:0C:07:AC:6E

[=) Operating System
Cisco Catalyst 6509-E switch (10S 12.2)

Port-Protocol-State: 23 - tcp - open

= Ports used

Port-Protocol-State:

=) OS Classes
Vendor OS Family OS Generation Accuracy

switch  Cisco
[ TCP Sequence
[# IP ID Sequence

[l TCP TS Sequence

Zenmap gy 32,k (e andll Juolds (Bl ¥-141 JS&I
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Strat, Control Panel, File History o3 (o9 ool d>g) e Jad] Two) 486 G-
Strat - Control Panel - File History e ol
I dsledl U jplata
rs File History - o

i(—) = 1 45 » Control Panel + All Control Panel ltems » File History v Search Control Panel Pl

(2]

Control Panel Home

Keep a history of your files

Restore personal files File History saves copies of your files so you can get them back if they're lost or damaged.
Select drive o No usable drive was found. We recommend that you use an external drive for File History.
Exclude folders Connect a drive and refresh this page, or use a network location.

Select a network location
Advanced settings

File History is off

Copy filesfrom:  Libraries, Desktop, Contacts, and Favorites

Copy files to: No usable drives were found.

Turn on

See also
Recovery

'?:;' System Image Backup
S99 § pladl Glale Olshe] ¥~ 142S)
OB Hlas) dals el yphatw laaieSystem Image file HLasb o3 dali) Jéul oo-¥
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M Create a system image

Where do you want to save the backup?

A system image is a copy of the drives required for Windows to run. It can also include additienal
drives, A system image can be used to restore your computer if your hard drive or computer ever
stops working; however, you can't choose individual items to restore,

(®) On a hard disk
—w New Volume (D) 413.27 GB free W

v, The drive selected is on the same physical disk that is being backed up. If this disk fails,
~ youwill lose your backups.

() On one or more DVDs

=i DVD RW Drive (E:)

(") On a network location

Select...

Cancel

Ao i) b (e o) il ¥-143 S
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e

@ i Create a system image

Confirm your backup settings

Backup location:
g MNew Volume (D:)

The backup could take up to 113 GB of disk space.

The following drives will be backed up:

3z System Reserved (System)

SR (T (System)

| Start backup || Cancel

AoV dadd) Ololus] A5l -144 K2

S sl dhgb dun) Bus ddasll 0 (35t Wy dblio] diu Jos plad) T lowis
Dilas e dogeghl Lkl sue
1(7-1£0) ISl 3 LS plocy it SblaoYl grad] ddas Ol w5 GJW1 D)l U jplat

F Y Create a system image = =

The backup completed successfully.

Close
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.ee Unavailable

2 O

Notifications Power Keyboard

Change PC settings
R

el 9u0090 pllss Clohis] ¥-146 JSal

Recovery - Update and recovery - Change PC Sitting jLasb o3 -V
AW dsladl U jplaiw

(© Update and recovery Refresh your PC without affecting your files

If your PC isn't running well, you can refresh it without losing your photos, music, videos, and

Windows Update other personal files.

Get started
File History
Recovery Remove everything and reinstall Windows

If you want to recycle your PC or start over completely, you can reset it to its factory settings.

Get started

Advanced startup

Start up from a device or disc (such as a USB drive or DVD), change Windows startup settings,
or restore Windows from a system image. This will restart your PC.

Restart now

9 g ezt (allm § Sol=ly Cadosdl 4ol ¥- 147 )

14U Olghsd) =) © O»9 Restart now 3| Advance Startup e -V
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Turn off your PC
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:Recuva zoliy

:JW) sl IV (e 91 Camed] Fymmn (o gralidl Ugmeits 03 -1

http://download.piriform.com/rcsetupl51.exe

W) dalid) el yplati oL@l aiey maliyd) Sl dulosy 03 -2
Recuva Wizard

Welcome to the Recuva Wizard

This wizard will help you recover your deleted files. Just
answer a few simple questions and Recuva does the rest.

If you don't want to use this wizard, simply press Cancel
and you will have access to the advanced features of
Recuva.

[ ] Do not show this Wizard on startup.

m

Recuva Wizard gl dewe 53l dgelgll 3¥-151 Sl

W) daladl o jahite laae “Next” JWI Hlasb o3 -3
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Recuva Wizard

File type
What sort of files are you trying to recover?

) All Files

Show all files.
() Pictures

Show only files of common image formats, such as digital camera photos.
) Music

Show only files of common audio formats, like MP3 player files.

) Documents
Show only files of common office document formats, such as Word and Excel files.

(®) vVideo
Show only video files, like digital camera recordings.
) Compressed
Show only compressed files.
) Emails
Show only emails from Thunderbird, Outlook Express, Windows Mail and Microsoft
Outlook.
'7 < Back ] Next > l, Cancel
aslouly Ol Calll g 5 las 3152 Sl
Recuva Wizard
File location

Where were the files?

) I'm not sure
Search everywhere on this computer.

() On my media card or iPod
Search any removable drives {(except CDs and floppies) for deleted files.

() In My Documents
Search user documents folders.

() In the Recycle Bin
Search for files deleted from the Recyde Bin.

(®) In a specific location

"T::\ \ Browse...

On a CD / DVD

el D41 Call) o szl ¥-153 JScad)

el sl Sb) Gkl 9l Hlasl 63 (5 (s -5
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Recuva Wizard

Thank you, Recuva is now ready to
search for your files

After the search is complete you will see a list of the files
Recuva has found. Simply check the files you would like to
recover and dick the Recover button.

Check this box if previous scans have failed to find your
files. Note that this may take over an hour on a large drive.

Enable Deep Scan

Click Start to begin the search.

‘ | <Back |[ start | Cancel
ol § e S M (il g 5 s 154 S
Ol oo Codl didos & Jsbl C35 hadl 1de 3% Cus Deep Scan Lusl ©3 -6
.Juad] L &,L:x“s Ny d8gdl]
G LS gkl ddos) Aol S kg Coondl dilas praliydl Tasw Lowie Start Js Jazol
:Ju) sl
Scan =B

:
:
&

Stage 1 of 3: Scanning drive for deleted files
Current progress: 4%, 578 file(s) found

Estimated time left: 10 minutes

Bolod] G s Eoudl A5l 34155 S
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& Piriform Recuva - T

AMD Radeon HD 7650A Graphics

Select the files you want to Recover by ticking the boxes and then pressing Recover,

For the best results, restore the files to a different drive. ‘”Switzch o advanced mode |
[] Filename Path Last Modified Size State A
[ @ 11, Certification.wmv FAR\ 15/01/31 10:00 12,988 KB  Unrecoverable
[0 @12.Exam Prep - Automated Act.. FAN\ 15/01/31 10:00 8146 KB Unrecoverable
[ @13.Exam Prep - Storage Review... FA\N\ 15/01/31 10:00 9416 KB Unrecoverable
0@ &) [000001].mp4 FAR\ Unknown 304,295KB  Excellent
(] @ [000002].mpd FAR Unknown 555442 KB Excellent
0@ [000003].mp4 FAR\ Unknown 816,155 KB  Excellent
0Oe [000004]. mp4 FAR Unknown 75737TKB  Excellent
0® [000005].mp4 FAR\ Unknown 720490 KB Excellent
] @ [000006].mpd FAR\ Unknown 628,946 KB  Excellent
0 @ [000007). mpd FAR Unknown 527,522 KB  Excellent
0 @ [000008). mpd FAR\ Unknown 739.241KB  Excellent
R oot B Uk | 106K Bt
< >

[F:] FAT32, 14.9 GB. Cluster size: 8192, Found 108 file(s) in 8 minutes 47 seconds. Recover...

oeloial d5lSal @85kl AL 156 JS.2

Calll gl g9 Jao3 Tl Bousbl 8,511 (o Bgiokl Gl el jahie lowis -7
Calbl dsdo o8 . Excellentddls il Sl glo-sul s zhatus dilg e=xdlg 03luely
:Recover 7| &3 (g deloful o)L

Browse For Folder

Select location for recovery

B Desktop ~

> A Ameen Almoghim

= (8 This PC

= Desktop
Documents
Downloads

Music
Videos

Local Disk (C:)
o Nleans Volinmne (D)

Make New Folder III ; Cancel
delosial Slyb1 Calll wuss ¥-157 Sl

(gesud] goladl Galll 3l 58 Ol sl i) gostud] CAlL) Jado Ol Hlasl o3 -8

=
=l
-
b

>  =! Pictures
=
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&t Operation completed

Total recovered 1 file(s):
Fully recovered 1 file(s)
Partly recovered 0 file(s)

Operation completed in 9.59 seconds.

sl Gl Jado Ol s 158 JSal

A 3 ysnadl B9y gl plosndl ddas g Bl wuds Dy el jpbane Tps

:EaseUS Data Recovery gl

Ply=tul gelindl e ety Cuo  Slad! gl mo dyle ddle d809 8:L8S praliydl do Sy
Gl galindl Hia st oS0 a8 L Wlaloe § dyes lpawl JolSs d5onkl AL
o] dlasd dLalS 50 3925 Clanyg

(YO) os (3 44
:JW sl e (e sl Caoed] &yomn raliyd] 1) du yoxt] dbvantd] Jnasets 03 -1
http://download.easeus.com/ad/drw_trial.exe

W) Aala)) o jalate pealpd] Juieis Coiid) didas us -2
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[#) EaseUS Data Recovery Wizard 8.8 Trial

1.Select types of lost files > 2.Selecta location to start finding data

o Register to Full Version

All File Types

Scan all the following files

Graphics Audio
O ‘ZI common image files or digital camera photos, such as O ﬂ commen audio files, such as MP3. WMA, etc
JPG, PNG. BMP. etc

Document Video
common document files, such as Word, Excel, PDF files, E E common video files, such as digital camera recordings.
etc.
Email Other
O common emails from Outlook or Outlook Express, such as O ﬁ other files such as archives
pst. dbx, etc

EaseUS gualid deu)l L6201 ¥-159 S

Next e hzol @3 oeg dgaabl alkl g o5 slasb &oé -3

E] EaseUS Data Recovery Wizard 8.8 Trial

1. Select types of lost files 2.Select a location to start finding data

4 Common Locations

E Desktop " Libraries
-
+ Hard Disk Drives (3) o
Local Disk (C:) New Volume (D:) KINGSTON (F:)
A EE ) EE | @ —
" 38419 6B free 07 499.99 GB 317.06 GB free of 43118 GB 9.18 GB free of 14.90 GB

4 Lost Disk Drives (1)

System Reserved (*:)
7

350.00 MB

o
EaseUS gl 82,k o delosid) ogaakl Calll ¢ 63 jlast -160 JSad)

Scan e hxzoly die d9ddbl calll glofwl w3 Ul o8] Hlasb o3 o3 (ros-¢
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(%) EaseUS Data Recovery Wizard 8.8 Trial

Scan completed

We found 99 files (10.79 GB). Export Scan Status = Buy Now | € Activate | Search Q
Path  Type Time © 55 = |
=-E] &, KINGSTON (F) W] Name Date Type
7] 1) Windows 2008 Server & Windoy . X .
[} Beachbody.com - Shaun T - Ing [] |\ Windows 2008 Server _Windo... Unknown File folder
~E1 3 #s8 . [] @i 03 Post Installation Configurati__. 30/03/07 10:49:34 » Windows M
B0 L d il CSanl
[v] @g 02 Installing Exchange Server ... 30/03/07 10:34:18 » Windows M
[T} @€ 01 Introduction to Exchange S... 30/03/07 10:20:50 » Windows M
[]1 a@g 15 Monitoring Exchange 2003.... 31/03/07 12:40:54 L= Windows M
[C] @€ 14 Backup and Restoring Exc... 31/03/07 12:23:28 = Windows M
[C] @€ 13 Public Folders.wmv 31/03/07 12:15:28 = Windows M
[] d@F 12 Managing Users, Contacts ... 30/03/07 11:54:20 Windows M
Preview
[C] @g 11 Managing Address Lists.wmv 30/03/07 11:42:30 » Windows M
. Ao 9g- " Filename 02 Installing Exchange Server 2.
[]1 @ 10 Managing Policies.wmv 30/03/07 11:29:58 » Windows M Size 54 80 MB
. . . Type: Windows Media Audio/Video file
["] @€ 09 Routing Groups.wmv 30/03/07 11:19:30 - Windows M Modified:  30/03/07 10-34-18 »
[] d@F 08 Administrative Groups.wmv ~ 30/03/07 11:15:34 - Windows M
[C] @€ 07 Front End and Back End S... 30/03/07 11:09:58 » Windows M
[] @ 06 Internet Mail Wizard.wmv 30/03/07 11:04:30 » Windows M
[T] @€ 05 Cached Exchange Mode.wmv 30/03/07 10:59:58 » Windows M‘

« > < >

[ | Selected: 1 le(s), 54.50 MB
i 393aH CAll) plorsiad 1y 3 53 oy s 3161 JS

03 pzxodly ol JalSs lgeloiul 5Sg U1 Ol malinl &) sl 3B Bas =y -5

Recover e ol 63 o9 deloful Oglhall Calk) Hlasb
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